SUBJECT: Responses to | ast weeks neeting with TrueArc on
security of ForeMost

1) Is there a password utility for SQL Server as well as O acle?
None presently but this can be done fairly quickly.

2) |Is 8 characters the maxi mum | ength of the SYSADM SYS4MDA and
FMSEARCH
passwor ds?

SYSADM SYSAMDA passwords are currently maxi mumlength of 8. Wth a
m nor

code change this could be extended to 18. FMsearch can be up to the
maxi mum

size all owabl e by ODBC and ORACLE.

3) Can the passwords have any printable characters excluding just the
sem -colon (;)?

Passwords can be any valid string accepted by Oracle and SQ. Server.
However password are limted to al phanuneric strings . Punctuation is
not

allowed in passwords (i.e. !@$%&()?'";:.~) For list of all
possibilities

pl ease refer to Oracle or SQServer Mnuals. ForeMst user passwords
nmay

contai n any conbi nation of al phanuneric and/or special characters when
it

conmes to authenticating users on the system

4) Can there be a space in the |ogin nane?

No there cannot be a space in the |ogin name.

5) How | arge can ForeMdst user nanes be?

Nanes have a maxi mum size of a user name is 60 but maxi rumfor a |ogin
name

is 32. Maxinmumlength of a ForeMdst password is 10.

6) Time frame for allow ng renam ng of user nanes

This could be included in our next major release in 2002.

7) What hashing algorithmis used to process passwords in ForeMst when
it

is not synchronized with Mcrosoft's authentication nodel ?

The algorithmused is currently proprietary.

After review, ForeMbst appears to be conpliant with the security
st andar ds



for DOE N 205.3 and DCE G 205. 3-1.

The ForeMst configuration nmay be further restricted by renoving the
docunent, index and database server back-end' s to an independent

net wor k

accessed exclusively by the ForeMost middle tier. The inplies two

| evel s of

security that nust be passed to access any data, a user login to the
system

and a systemlogin to the back-end's and restricts access to the back-
end's

outside of the ForeMost middle tier

ForeMbst al so conmplies with the DOE- STD-4001-2000 "Design Criteria for
El ectroni ¢ Records Managenent Software Applications”, nodeled after the
DoD

5015. 2 Records Managenent Standard.

Pl ease let me know if there are any other questions at this tine.
Hopeful |y

we can have a new email sent by John Stal ey that ForeMst can be
confi gured

to neet acceptable security standards at DOE. Please let us know if
there

is anything el se we at TrueArc can do to assist?

Thanks for everyone's help on this,
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